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MECHANICAL TURK (MTURK) FOR ONLINE RESEARCH

University of Califomnia, Berkeley

. MTurk and General Data Protection Regulation (GDPR)

This guidance document is intended for investigators conducting online research using
Amazon’s Mechanical Turk (MTurk), based on the most up-to-date information
regarding MTurk as of January 2020. Should vou need additional assistance, please
contact OPHS at 510-642-7461 or ophs(@berkeley.edu.

Introduction

What Is MTwrk?

Is MTurk Anonvmous?

1. Internal HITs

2. External HITs

3. NotifvWorkers

MTurk and General Data Protection Regulation (GDPER)
MTurk and Informed Consent

Glossary of Terms

. References

oW p

QMg

The General Data Protection Regulation (GDPR) is a European Union (EU) regulation on
data protection and privacy that went into effect on May 25, 2018. GDPR applies to all
individuals located in the European Economic Area (EEA). Thus, whenever UC Berkeley
investigators will collect or use Personal Data from research subjects located in the EEA, UC
Berkeley is required to comply with GDPR requirements.

GDPR uses the term “Personal Data™ to refer to any information relating to an individual who
can be directly or indirectly identified. Examples of Personal Data include (but are not limited

to):
L EEABROEEED SEAT — & &R
. Dun £9 2354(2(2. GDPROEH 3 70
DL L OIS T. BEEERT A
¢ Phone number
¢ Demographic, beh T )\7_'—7 %HX T%}B @Eﬂﬂ_\ entify a person

Whenever data will be co Eg 7 [R] EI‘)P 7 o _7 DF FH HHY - 1 a way that is not
anonymous, GDPR requii %B HmED $ By EEE Eﬂ D T%H_‘fU_E_E._ jects regarding
collection and use of theil rersomar ava:ama (U TUL CEl il aciIvItes, CAlJu.Cit consent from
subjects be obtained. UC Berkeley investigators are advised to include GDPR-mandated
information in the informed consent form(s) to be presented to subjects. CPHS/OPHS has
developed template language for investigators to use.

For more information. please also review CPHS/OPHS guidance to General Data Protection
Regulation (GDPR).

University of California, Berkeley, Committee for Protection of Human Subjects,
https://cphs.berkeley.edu/mechanicalturk. pdf
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Sample GDPR Notice and Consent

Instructions: This Notice is required when the research collects or creates Personal Datal from
subjects located in the EU or EEA. If the research is obtaining “Sensitive Data?,” explicit consent
is required. Delete all instructional type (in blue) before including this information as part of the
consent form. The below information should be distinet from the rest of the consent form
language.

Notification/Consent for Collection and Use of Study Data

This research will collect data about you that can identify you, referred to as Study Data. The
General Data Protection Regulation (“GDPR”) requires researchers to provide this Notice to you
when we collect and use Study Data about people who are located in a State that belongs to the
European Union or in the European Economic Area.

We will obtain and create Study Data dircctly from you or from (insert the data sources, including
repositories, collaborators, publicly available sources, etc.) so we can properly conduct this research. As
we conduct research procedures with your Study Data, new Study Data may be created.

The Research Team will collect and use the following types of Study Data for this research:

(Delete any categories of information that you will not collect or create)

» Contact Information

» Health information

* Your racial or ethnic origin

* Your political opinions

* Your religious or philosophical beliefs

* Your sexual orientation or beliefs

*  Genetic data

« Information about your response to the research procedures
(Insert the categories of any additional data that you will collect)

(Include, if applicable, otherwise delete) The Research Team will enter data about you and your health
into a computer and a computer program will help the study team decide if you meet
requirements to be in this study.

(Include, if applicable, otherwise delete) The research protocol requires the Research team to enter data
about you and your health into a computer. A computer program will be used to assign you to
one of the following specific study treatments: (list study treatments). If you sign this consent form,
you are consenting to the use of this automated process to determine the treatment you receive.
(Describe any other procedures that use an automated process to make decisions about the subject)

1 Article 4 of the GDPR states “’personal data’ means any information relating to an identified or identifiable natural
person (‘data subject)”

2According to Article 9 of the GDPR applies additional conditions for processing Personal Data about racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying 2 natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation is prohibited unless additional requirements are met such
as informed consent from the data subject.

GDPR Consent Template Language March 2019
Committee for Protection of Human Subjects (CPHS)

/
m
Jdln

Iy

Please initial one of the boxes below to indicate whether you consent to use of the automated
processes described above.

I agree | | I do not agree

This research will keep your Study Data for (insert the time the data will be maintained by the research)
after this research ends.

The following categories of individuals may receive Study Data collected or created about you:
(Delete any category that is not applicable)
s  Members of the research team so they properly conduct the research
e UC Berkeley staff will oversee the research to see if it is conducted correctly and to
protect your safety and rights
s The rescarch Sponsor who will monitor the study and analyze the data
e Agents of the Sponsor who will assist the sponsor with data monitoring and analysis
e Representatives of the U.S. Office of Human Research Protections (OHRP) who oversee
the research
e Representatives of the FDA who will use the data to determine whether a marketing
application for the investigational drug/device can be approved
e  Other researchers, so they can perform procedures [eqllil'ed by this research
e Other researchers, includi hers in other countries, so they can conduct
additional research on (candmml) and other, unrelated (hseas&s and problems

(List the additional categories of individuals who may receive access to Personal Data and describe the reason for
the disclosure.)

(Include, if applicable, otherwise delete) The research team will transfer your Study Data to our
research site in the United States. The United States does not have the same laws to protect your
Study Data as States in the EU/EEA. However, the h team 1s dto p g the
confidentiality of your Study Data. Additional information about the protections we will use is
included in the consent document.

The GDPR. gives you rights relating to your Study Data, including the right to:

o Access. correct or withdraw your Study Data: however, the research team may need to
keep Study Data as long as it is necessary to achieve the purpose of this research

« Restrict the types of activities the research team can do with your Study Data

«  Object to using your Study Data for specific types of activities

«  Withdraw your consent to use your Study Data for the purposes ouflined in the consent
form and in this document (Please understand that you may withdraw your consent to
use new Study Data but Study Data already collected will continue to be used as outlined
in the consent document and in this Notice)

The Regents of the University of California, on behalf of UC Berkeley, is responsible for the use
of your Study Data for this research. You can contact the UCB Privacy Officer by phone at
510.664.9185 or by email at privacyoffice@berkeley.cdu if you have:

GDPR Consent Template Language March 2019
Committee for Protection of Human Subjects (CPHS)

SR & RIBZE DY

* Questions about this Notice
e Complaints about the use of your Study Data
e Ifyou want to make a request relating to the rights listed above.

[If the data will be used for sponsored research or research authored by another research institution, where a non-UC
researcher or non-UC institution is determining the data to be collected and scope of research, and UC is acting at
the direction of the non-UC researcher or non-UC instifution]: [name and contact information of sponsor/institution:
sponsor/institution’s Data Protection Officer and Representative, if any, and their contact information; if no DPO or
Representative, provide name and contact information of sponsor/institution privacy official.]

GDPR Consent Template Language March 2019
Committee for Protection of Human Subjects (CPHS)

University of California, Berkeley, Committee for Protection of Human Subjects, 10

https://cphs.berkeley.edu/guide/gdpr consent.docx




VVeb} //ér__l\Jjj< __/bODNﬁ 2<)0> Eﬁ”()
W AFN\Neb 7 V4 — NEE ST v F7ﬁ I

c FABESHPENICELDATENEET HWeb 7 o — FRAED
1-6D7 7y 74— L

« RFHYA Y — X : SurveyMonkey, Questant

e K=<, QOFEER 0)1’|EEJE GREERIRIEOEBE) ¢ QRZFH
%%0)25@71— ol ond, (AEEZE{rpREBEES
= N

@ nﬂﬁ 'T/IEE\ZT j: Web 77 > — '\DHE_ /_}[/C\_’_Hﬁ N nﬂﬁ%ﬁ@iﬁ
EAEATE (AETR) NEET DL AT,

@ EEEZETIIREL2D00ERBEAAEINTLS
v Google7 # — L EDIFELRAIKRIC, AREBSI’EISTEZEZET 5,
V779 b7 - LeBEYT SRESHI’RETHRENRIVOHEEER TS

N

11



B/ NI EMABLIWeb T > 7 — AR

E=48V

I|n|

ERIICTHBESHOE X EHFOR
KWPEHICEEZEEZ L TWS (BE
IS LCRIE2LTWS) £
LCHRAEZEREITAIEDNTE S,

s ABSH D EIEED— E@KE% k777 0o ) b et B o< 1o
Eﬁ?%tt%_\ﬂazw A
SHDTED-EBHED S #(Jﬁ e
mavm TELT—XRDEHH)
%O_t#?%bﬂ%

c EEBEHNFAESHOFED DL T
O k3L ;HE% HBEeEIEL
EHDH 5,

12
<2 08 )Lt (https://monitor.macromill.com/agreements.html) @ = X ZiFEFDRL



https://monitor.macromill.com/agreements.html

o Web7 > — FRABEONDEDIDDE S & L T,
Fcp e g R N b
EEDFETTEDEHRD » DB BIEE DFESED B 5
O AERXIILEFNBT S
) . @ V=Y w A ATATREEFIBLTERT
OREN SNV ZEFA R&&EESEET S
FAER D ZRIRE L7- — AT, AENROEFE L TOREDL B,
A EEF A H—ERIEHE O BB CELEICFE
- Z oL 7-%&H
HARRALD OHE/H B) FIFRMMA~OEBEFRE LAV (FIEE
IWDOETEZ T 5 ZHn) £
ICEIBTZE S
1 @B TERZEEZEE
A)Y—EH—nF| A _—
£ o A2 - — SNy >, >
Web7 >4 — h R SnRBLisE | ol
Y — LA BT 3 MAL-REEOHEE éjiﬂi
=N
TP | | AT aTE | S
—
BRd % MALREZEDOSESE é\g
- BEZOEHRZEOHITHL LD (Google7 # — L7 ) RF DiEFRE EHERD Hl 42
s HEZRDEREBZTRFIILVOBRZITOMEE T 7y 7+ — LA s = -
(SurveyMonkey*>Questant7s &) PR EER LT-BR ||
s MERT Ty b7+ —LlE, EEFEXFILOEEITELE T, AEE B)FIFARNE~ADRE
ERR DA DFBHA] (BEEHILBR THE) ZEEE LAVWER
13




Web7? > — FEEDE 7 Ot XD M

c ABESHEEBITWeb7 v — b RABZEMT A2 & T, FIREZITTIER AL,
FAENRERR L E THRB I AL ERGICHABEZE R T AREBIAE-STWS,

¢« — AT, ZHLEARESHICRTELAEVIATZE RT 25T, AEEBESIEA
IBHMDRER CIABEDRLABEFBNLEIR VAV FADX 2B LN 5,
c ABICEHITZIREEBEEOEY ARG LT —XDOERBAE
« ATERET (AABROBEYtEYy YT 4 7HEMICET 2RERSE - BERIAERLE) (I
B4 2 &L
- ERRAEEERT 2552, BNES (GDPRXCCPA) ~DXF/S
e OAOF T CHSETCHSABTC T VI — FMAEAZER L -BENEVETE - T4
HEWeb7 T —MIZ DX S BFABSHICERTE LG WHFHTT-5Web 7 o — b 2=

TEd HERNIER. BMENBEE (EABEREREICET SV X I7DOBERZIEL)
LTS ENTFREND,

14



HETHLZADY R AN
Fl =S DA

c HESHDODERBT HFE/ NN ILxF]) 7% ZI=X -l =D
T RBHBHOTTANY =R > —|ZFE Lf"E%ﬂL%ﬁgﬁé:L
THEZERETHIENTE S,

c BN ZRIRE LT-BEEEGEOEH

s T—XICETHMBEPCEFEICOWVWT, BFIICABTSHLORYD R TEY

RODGLEINTEY, TNIZAIELTZD AT, ABENRXRXILE L TEEZINT

L\z;o
« B EEZWR %E%T%ﬁﬁé ClE. AEEMG EICMA T,
T—XOFNAEBER - FHE. T — ﬁ NERERE R =D AR
MR SN D,

- FFICEHERAETL E 2K
FEICZEML L 7= 3R & = iff
N5,

wWEBETITOBAICIZ. GDPRA EWNREDH LS
%%E%%&c::ﬁmfvz\/x/w“% E DK 5




=] A< ° . §}IJ7‘< PAN N P\ % 5 = S
Webf BED 7 O X AEDHENHEEESZEEFX T
AESHORIZE/INRIL
= A -
ABENRLO RBRAS 7S 1 el B/ SR ILD B /3L D @@/ﬁ\% D =
e No—=R)o—0 Bz . ek
B (E1ZEEEH)
|
FENRILD i R . | MRECEE [
AR " TTVT FURLERRE
~ . HESHO/NRILEF]
s & ~
FEOLE |—>| BEZOMER —> E'E‘if@afff - “HE;D;J ve ATah. MREAS —»| | BEORE
R hh. BT B HE Yk ) ]
AZOH#E | | | BEBURLD
wEEN By i
BEAA
WRE
R . V=vll ||| BEESED
SEEAREORES X T - ..
o 777k | || Workero®] | |
I REIYY) BEES
Worker® Workerdb' ¥R - 735 l’\!orkert LT ~ Workergsam Worker®
. « e TSwv bTF—LALIC —
B5E ANY—R)—IlEE oy B HhE

DSIRI =T TOD
Woeker (%:38) E&&



Web

EEEH 5 _
FFETFI R - EEF—420 . | FTRTUR FFT o
55 Bt #Z;;f* e | |7 PR TN mram [T\ mmssy
ol
FREE A J .
AT _
BEORT BEICETAMLADERIR. BESHAED > TLBREICHE.
BESHN. TR, BEIE ARELY) NEERGETS
B (R B BEBNDF— 2 OF — " o 4 | i am .
- - @go)ﬁﬁ —> Kl "r\l"'@‘:' —_ = == S A4 A = g’%ﬁ
EEEECT £ BENGCOERHE | B RE EEOAN H5—=3Y ALPERRR
_ J
Web7 >4 —brY—IL
~ =] =F == TSy RTH—LD —
@@/ETUDHXTG aﬂﬁ_a)%ﬁ@) H— I\ bl B AR 7 57 UD?F'JﬁH
BIDEIAL o || EEAOIHL [ EEOI LN
s B DR e IR [ e L
55HRY =L R ERIRT BEE. O
FHOESSNRET 5, BMZLERSE. B

EErOEERGITS WETS) BEDNB S,

17



NFa2a—rY Ity g oD2DO0OMGS

. DK%@%%E‘%
2HDORETIAESFIINLEZEAVION, IEEBSNHBICEEELZEET
%)0)75\ FOFERICEI>THEO7AEX - 72\/)< v hFDOEY AHNEL B,

e ¥7/-. AIEFEANPY—EY— (FAESHLY) OFARNICRIEL/-D AT, &
FRENTWBREMLGDOD, Eh (V= v I AT 4 THEETREELSHICEE S H
1T3) ICE->THFBEOTALR - v A FOEY HEARER S

- AET AL XDES

- QEEFEDOEE, FAEOXMR - IZORE (AERELEzZzE8L) « T —4X0E

BB - REIR 7O RATHELGYXIAY MDA EFEET S
e RFa—hrUTIEYyaTld, TD2D0DEREEH L, WEIAEIZWeb
Tor— b MABEZERT A ETORBECTESICEL T, iz W72 <,




